ISSO Information Alert

Microsoft Patch Release Information

2/14/2012

Code Execution Vulnerabilities in Windows Kernel-Mode Drivers

(Replaces MS11-087)

MS12-008 .
win32k.sys
CVE-2011-5046 Disclosed Patch ASAP
CVE-2012-0154
Elevation of privilege vulnerabilities in ancillary function driver
(Replaces MS11-080)
MS12-009 Ancillary Function
Driver None Patch within one Patch within Patch within
CVE-2012-0148 month one month one month
CVE-2012-0149
Cumulative Patch for Internet Explorer
(Replaces MS11-099)
Internet Explorer
MS12-010 CVE-2012-0010 Patch L
. o Patch within
CVE-2012-0011 Disclosed ASAP/within 1 one month
CVE-2012-0012 month
CVE-2012-0155
Sharepoint Elevation of Privileges Vulnerabilities
MS12-011 Sharepoint
CVE-2012-0017 None Patch within one N/A Patch within
CVE-2012-0144 month one month
CVE-2012-0145
Remote code execution vulnerability in color control panel
ML2=012 e or Control Panel
olor Control Pane
Vulnerability in C Run-Time Library Could Allow Remote Code Execution
MS12-013 R T 1
un Time Library
Vulnerability in Indeo Codec Could Allow Remote Code Execution
MS12-014 . P
Indeo Audio Codec None Patch within one | Patch within N/A
CVE-2010-3138 month one month
Vulnerabilities in Microsoft Visio Viewer 2010 Could Allow Remote Code Execution
MS12-015

Microsoft Office
Suites and Software
CVE-2012-0019

None

Patch within one
month

Patch within
one month

N/A



http://technet.microsoft.com/en-us/security/bulletin/MS11-087
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-5046
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0154
http://technet.microsoft.com/en-us/security/bulletin/MS11-080
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0148
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0149
http://technet.microsoft.com/en-us/security/bulletin/MS11-099
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0010
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0011
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0012
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0155
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0017
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0144
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0145
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-5082
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3138
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3138
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0019

CVE-2012-0020
CVE-2012-0136
CVE-2012-0137
CVE-2012-0138

MS12-016

Vulnerabilities in .N

ET Framework and Micro

soft Silverlight Could 4

Allow Remote Co

.NET Framework

CVE-2012-0014
CVE-2012-0015

Disclosed

Patch ASAP

Information From:

http://isc.sans.org/

http://www.microsoft.com/technet/security/

de Execution



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0020
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0136
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0137
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0138
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0014
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0015
http://isc.sans.org/
http://www.microsoft.com/technet/security/

